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1. XL ®HIC
RERBEOAHO—HEEHICEETIUE, ASESG
U CRBEEZRK#ELT 5 2 &€, ERBEE I LEME
BEXRETIZLNTES. ) LEHEHFEZ —~Fy=x
TRBEL LIRS, ZH LTELNZERIL, b2 AAER
SUTRHLUTZER & 257, BRAAATEICR LT
FHLWA— Ry 2T 24RLBRTRERL RV, oTA
— P = 7HBRCER S RIET 5121: FPGA OB
BERBET AL ABPELTND., ~—F7 = 7RHEERLBT
OIBAFL LT, SATPELT AN 2OEKEBEELEE
#[1]1%°, DES 5 AES K5 0@% BEE L-EK[R2]3]):
ERBEINTND.

ARFZE T, BRERESDO—>TH D Camellia FBF 5 %%t
HLLT, EFEE LN —FY =2 7TEBREIRIZONT
W3t L, FPGAIZ LA EEFHEEIT 7.

2. Camelliaf§85 7L 3 X L

Camelliaf§ S [4)iZ, 2000 £ =2 B L NTT TR
Eh, EFBUFHELER B (CRYPTREC)X®, ISO/IECEHERIE
BEEE, ¥ —3y MEERSIETPICORE S LR
EREOILFRESD—oThHS. TuyZRiX, AESHS
& [E#%IT,128bit,192bit,256bit 2> HBIN T X 5. EAEEIT
DESHF & & Rl UL FeisteliXELA L TRY, T—F %2 E

BES & P AORREB I D B2 18 TV FOMNE L, 6T
DU RE 1279 FOBIZEBAENDFL/FL B3, B
VRGO Z 7 Rl o Hefh i35 2 F 4L 3 (Pre-Whitening) &
Bt 0T v v Fik OBt AFREE T (Post-Whitening), I XU
BIRARE ) DEREND. FEEIIKO LS 2N TES
aha.

Y = PIS(X oy @ o) (1)

+ROPEEIIHHhMRENLE L, 8¥y PASI8E Y
NEADEBREER TH IS 2. RBILEE TIT,
ANEERKEFEICLT, BEERBOT Vv FLEER
U PRI L HERER A2 R ISR L ERE AW TR
DIRLAME LT Z LD PRBRKABEREINS.
ASEEEK L FEEKAY v —F — a7 bFB2 L
T 26 D 64bitENE (kwi~kws, kli~kls, ki~kis) DB

ﬁjz é n 6 . K(129)
21(64)— F Function
£1 BERBOER
2 ssy——oi ' Function
Yy | 0xA09E667F3BCCIO8B
z ]
264y | 0xB67AE8584CAAT3B2 Ko ]
Y ien | 0XC6EF372FE9AF82BE

BZESTOSITTRELTWL. £k, S LEEAL Tue | OxS4FFS3IASFIDIGFIC
IRERF 2B LT Z LT, AESEEO X I
BrRETs2siL, ACA—F L CEHTES. 7
v 75 128bitDCamelliaiF 57N Y XA %EK 112”7, F
112! Plain(llzsbn) /.
1] 2 BAERE
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3. JL— & Camellia &S H & Plain Key Schedil
I, 2[R L7 Camellia ES7 N Y XhENA—RY

=TEABTERTBEDOT—FF s FoFRELT, | [l

Pre-Whitening & Post-Whitening #1345 72 > EX-OR, FL ~

B¥ER, £ 18 vy FE2AETIREIKETE:, BlicL D Data reg |

VASEBBELTCEETET v u— AT —%F 7 F¥[5] e
R, 218 7V NTRRACLERBRVIESND Z LMD,
HDT U RE QBT HEE L, FL BKER, Bk

' Pre-Whitening & Post-Whitening #4345 7= ® EX-OR,
BRURIBELZERTHOORIERKEEZHEL, VYR X '
FIZHET 2 2 REL BB OB IR L —F S B — e Fwron]
TRT —%T7 7 F v NbD6][71[8]. AFFETIX, r—F

B Camellia B\ 57 —%T 7 F¥ FRDA—Y Ry 7 272[FH J .
L LT, EALIZX o CE &N 7 Camellia S E3[9] =
B OREAR (original) & LTHWSZ iz L. K 3 1%, _
original EIgE D7 1y JMERL TS, F—FUIPREZ
(Data_reg) ~D AN %< LF 7L 7+ THY X, EX-OR, '
7 vy FAEER, FL BEER COEZIBERITS Z LI

L VBB EBABENEN 23 70y s TETINS. 3 N—7R Camellia 5 [EIBE (original)
FREDOANE LTHWONSEIRIT, RILEL(Key

Scheduler) CAR SN D . RILELIE, ANBESEEHBEMN

THVIRE KL &, BILEABIC L > CERENSHR Plain

%%%m?‘é Lra s KA, ij:U%V./Zﬁ@'djj]ﬁ' subKey MultiPlexer
15bit, ¥ /203 17bit ERIZu—F v a7 hERHBEYT L,
Z—LRENOHEREND. FREEAERT D & 0Z, .

UV FOEMEVIELETENSD, Zhix, e - Data r — b
BHEIETRHWONA T UV FABERNEA IR TS, Cigher, L L

L]

4. Camellia EEEEED/\— F7 = 7H%iL PR (S

4.1 BI$2E E Bl (fixed_subkey) FS o
AT 8 T~ 72 4 — 7 5 Camellials 58 3 (original) % £ S T . o

LT, AMRERY EHCEELBED, ~— Y =T e
BALER & 2TERET 5. 2T, —oHOEBE LT, e ||
ANREERPIEENIE, 26 FEORIEITERNICHETX S I —
Ehb, FATORE R ERICEE L B8 EE E % il - s
(fixed_subkey) % $2E 3 5 ([ 4). original[E R DEIZELL D I s
BHVICEIE (kwi~kw,, kKl ~kl, ki~kg) 2BRT B~ 3
NFFVvIHEERETS.
4.2 F B4 Ex-OR f# BL{LEIE(F_Func_xor collapse) M4 BIREFEDRE (fixed subkey)
P AR BT (Ex-OR)IX, —F DAL O 5T
S—HDATIDEBZEDEZHAEN, —FDAHIN R
LIXb S —FHDOANDERRESNTHAENS. Tb
b, FFEOANEEHICEET S Z LItk > T, EX-ORHE A
FEEWETIINOTRFICBEHAZ 2 L3 T, mEE "Wy i
BHAEELEINS. Camelliaff EEIKTIIK 1IZRTLER
", FE@%SIODEPT&IJ%& DHEMAIEREILE R T T
5., ZITHE, 2TORREZERICEEL, FEHADOE
@ L ODEH&EF"J%ﬁfB(Ex-OR)%%ﬁfb L 7 [6 B
(F_Func_xor_collapse) % #& & 3~ % . Pre-Whitening * Post-
Whitening#038 &, FLEBE~D A FIBIS(kw, ~kw,, kI;~kl,)
I%, fixed subkey & Rl U BRICEEBL~NVF VLI T g N
BIRT 5. FEOSKIEIEE O P O H:ft 493 BRFN(Ex-OR)IZ B X #a -
AT, EBICEELLEE (k~k,) Z&ICEXEZHEL

L, wAFFL7 4 TRIRT 3 5). B 5 F_Func xor_collapse ® F BA%[EI3%
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5. FPGA I X % L7

AEI TR~/ Camellia B 5EI¥ %, Xilink #8! EDA
—/L® ISE1l.]l CTHESGRBLUORBER L. ¥—Fy
RT3 A% XC38400A & Liz. BmEARA TV 3 O
FEEB D—>TH5 Optimization Goal i Speed B & Area
BRD 2 DOFEHFITIZOVTERENFHEL TV, O
OREHEEIT 74V OEF LT3, EDA V—LOEME
REEIX, CPU 2 Intel Core2Duo T7250, A€ VU A 1GB, OS
75 Microsoft Windows XP Professional Service Pack2 D {14k D
PC Z W7z,

O ILIBREES L OO DIZ, AES BERIEIZ OV
Th, REERBIOEBEREZITo72. AES BSEIEO
N— R =2 TRERBLIZ DWW T, B]ITTTIBEEInLTHY
DR, ZITRE, 41y F—xy P ETRABESATVS
Megarajan Perk @/ — 78! AES FF5alE [10]% FEfl D EAR
(original) & LTHWB Z LI L7z, 72721, AES BFS-ixmf
B L EEL TR BB NNE & 72 B - DESLEIREILE
ERFTHEB{LRIE DA LT 5. Megarajan Perk DR E-{b[E
# (original) & %12, Camellia B S EIE D/ N— N U = 75
LERBERIFET, 0 FEZEELZER
(fixed_roundKey), & 7 7 N@E ORI 45
Bi{k L7z Ex-OR i Bi{k[EI ¥ (xor_collapse) & g% &t L 72.

Camellia B 5EIE I L O AES FE BRI O@REZEE LT
N—RU = 7ERCERE, BOERMEZ L IZERDEIR
DERIND. £ZT, Fo7LRKEEEE 20 BERL,
ENTFNOERT LI~ Ry 2 TRE(LEITH AR E
NEIRZ L ICGREAR - BEBEREZITV, TOYHES
MR E TS, FPMER, REMME(Logic Scale), B
KENMERB # 3k (Max.Freq), Througput 38X, N— Ky =7
B LB TIX, BEREZANBZAIT-CIIHEEET &
ERHDHI LD, REBEAK - ERBIC D REH
(Gene.time) & L7z,

U EDOFHEREET AES B S(LEIEIZ OV THREER -
BCEER LI-RERER 2 1077, FHMEOEARL LTHW:
Megarajan Perk F§5{L.[B]# (original) & LB L T, % EHE
Liz/— RNU =7 8B /LEE fixed_roundKey, I LT
xor_collapse 1%, ELEELMRAERMRERMHE, WREHE, BRAEK
., throughput 28 & bIZHBEND Z L BFERETE . &=
72 L, xor_collapse {Z-2U TiX fixed roundKey (2%t LT,
W HLOFHEE B IZ DWW THER A LR o T,

Wiz, Camellia S EIROFMHFEREZ R 3 (LR, FHE
DEAR L ULTHZ original [BIF & H# LT, fixed_subkey
{%, Optimization Goal 2% Speed LD IB A IIHILHAEIL
27%, B RAEEUT 72%H800, throughput 1 72%3870
L7z, Area BRDHEITFMELRMED 30%HD, HREEEK
X 57%3¥800, throughput i 56%HE01 L7z, original [EI% & Lt
B LT, F_Func_xor collapse I%, Optimization Goal % Speed
BROHETTREHIT 23%B), BREEEIL 57%58M0,
throughput I& 56%8E00 L7z, Area MBS DHE 1L REBAEA
17%BY, BRI 77%800, throughput 13 77%85/0
U7z. F_Func xor collapse {& fixed subkey & H#L T, 7
BT, Speed BEDHEIT 5%HM, Area BEDHZE
I 16%EIN LTV 28, RABELE Speed BEDBEIX
13%, Area BREDHEIT 2%BML T2, REAM - B
BERIZ 0 B REIIX, original & 8L T, fixed subkey
¥ £ O F_Func_xor_collapse Id 14%~25%f2EE#E Sni.
U EofRE»6, # K L & fixed subkey &
F_Func_xor_collapse %, original BBzt LT, FREARL -
ELERCARAE RS, SRR, BKJEIKEL, throughput 23
EbIHEBENDB LR TE . £ 72,
F_Func_xor_collapse 1%, fixed subkey (Ztb~CERERRAEIT
RREMT 2600, BERABEENSBEIND Z L BHERE
T&EZ.

%2 AESHSOFMORERE

Design Gene.Time |Logic Scale |[Max. Freq. |Throughput
(sec) (slice) (MHz) (Mbps)
original 138 2327 154.9 1803
speed [[fixed_round_key 122 1690 131.3 1527
xor_collapse 122 1753 124.5 1449
original 129 1828 124.6 1450
Area [ifixed_round_key 111 1484 121.7 1416
xor collapse 117 1626 108.9 1267
% 3 Camellia B3 DGR R
Design Gene.Time |Logic Scale |Max. Freq. |Throughput
(sec) (slice) (MH2) (Mbps)
original 177 1909 71.7 399
speed |[fixed_sub_key 117 1406 123.5 687
F func xor collapse 118 1476 141.3 786
original 141 1751 66.1 368
Area |lfixed_sub_key 107 1227 104.1 580
F func xor_collapse 116 1458 117.4 653
379
GE 17D

NI | -El ectronic Library Service



the Institute of Electronics,

FIT2010 (55 9 BIRERMPRM I+ —5 L)

I nformation and Conmuni cation Engineers Information and Systens Society, Human Conmuni cati on

6. BbYIiz

ARFRTIE, Camellia FESFRIBIZOWVWT, BEREYELK
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MZEY, REAR  BEBERLEER, ~—Fo=T7F
BAL T HRIOEIRE & B LT, WEEAR - EBERICET
L5, WESRME, RKBEE, throughput & HITHEX
NHZ LN TE .

BE MR .
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= TR L HIRFEA~OIRR, BFHERBEFSHNTE
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